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EXECUTIVE SUMMARY

This paper provides a thorough and comprehensive examination of cyber threats and
associated mitigation strategies pertinent to the Naval Mine Warfare (NMW) domain. In
recent years, the frequency and sophistication of cyberattacks in the maritime domain have
grown at an unprecedented pace. This trend raises an important question for our
community—how does this relate to NMW? To answer that, we will explore a domain
where autonomous and unmanned platforms, combined with advanced digital technologies,
are widely deployed. These developments create opportunities for adversaries to exploit
weaknesses in systems, disrupt operations, and compromise mission integrity.

The cyber threats addressed in this paper are, communication interception- the capture,
monitoring, or disruption of data- with the risk of disabling unmanned vehicles, delaying or
preventing mine detection and neutralization, signal spoofing, tricking a system into
navigating or operating based on false information, Artificial Intelligence (Al) model
poisoning: poisoned models may misclassify real mines as harmless objects but may also
compromise Autonomous Underwater Vehicle’s autonomy, and software tampering (e.g.
code injection and memory manipulation)

But what can we do against these threats? Communication interception and spoofing can be
countered by the encryption of acoustic signals and mutual authentication. Sustained
monitoring of the model and validating data sources are strategies for obstructing the
poisoning of Al models. Strategies against software tampering range from integrity checks
and monitoring/ logging through regular updates and access control, to intellectual property
protection and end user license agreements

NATO nations must treat cybersecurity as a core enabler of future Naval Mine Warfare. This
requires secure-by-design technologies, resilient communications, and strong protections
for Al-enabled systems. Alliance-wide cyber-resilience standards, layered software
defences, and regular multinational cyber exercises are essential. Operators must also
receive robust cyber-readiness training to respond to threats in real time. Finally,
resilience-oriented redundancy across communications, navigation, and software integrity
will help ensure unmanned MCM systems remain operational even when compromised.
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1 CHAPTERI: INTRODUCTION

General

Cyberattacks have become a critical threat to maritime systems, reflecting the sector’s
increasing reliance on digital technologies. With over 80% of global trade transported by
sea, maritime infrastructure—including vessels, ports, and logistics networks—has become
a prime target for cybercriminals, hacktivists, and state-sponsored actors. The integration of
operational technology and information technology onboard ships has created new
vulnerabilities, where a single breach can disrupt navigation, cargo handling, and
communications. Notable incidents, such as the NotPetya attack on Maersk and GPS
spoofing in the Black Sea, have demonstrated the potential for widespread operational
paralysis and financial loss. Legacy systems, inconsistent cybersecurity practices, and limited
crew awareness further increase risks. As threats evolve, the maritime industry must
prioritize cybersecurity through regulatory compliance, crew training, and resilient system
design to safeguard global trade and maritime safety (Staunch, 2025)

The need for cybersecurity in naval operations can’t be stressed enough, because modern
naval forces rely heavily on interconnected digital systems—ranging from navigation and
communication networks to autonomous platforms and weapon systems—that are
vulnerable to increasingly sophisticated cyber threats.

Aim

The aim of this study is to give an overview of the cyber security aspects in relation to naval
mine warfare systems. With this document, the NMW COE intent to raise awareness in the
(NMW) Community of Interest (COIl) about those aspects and to provide mitigating

strategies. This study aims to demonstrate that NATO must regard cybersecurity as a
fundamental enabling capability.

Scope

In the broad landscape of cybersecurity risks, numerous threats can impact modern digital
and operational environments. However, this paper concentrates on the threats most
relevant to the NMW domain:

e The interception and exploitation of communication channels used during (mine-
hunting) operations,

e Al model poisoning (targeting of the integrity and reliability of machine-learning
systems embedded in naval technologies),

e Software tampering within mission-critical systems.
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Definitions

To avoid misunderstanding, we are using the following definition for Cyber security: Cyber
security is the practice of protecting computer systems, networks, devices, and data from

digital attacks and unauthorized access, aiming to prevent damage, theft, or disruption of

operations.

Methodology

The author used publications from respected authors in the field of cybersecurity for
maritime systems (see bibliography). The author shared the draft for review by his
colleagues, adapting the paper according to their comments (if applicable).
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CHAPTERII - Relevance of cyberthreat and the connection with Naval
Mine Warfare

Relevance of cyberthreat

Recent cyberattacks targeting navies and maritime infrastructure in 2025 have highlighted
the growing vulnerability of military and commercial fleets to digital threats. Cyberattacks
have increasingly targeted navigation systems: June 2025: Global Positioning System (GPS)
and Automatic Identification System (AIS) jamming affected nearly 1,000 vessels near the
Gulf of Oman and Strait of Hormuz. Ships reported false coordinates, leading to at least one
confirmed collision. Black Sea & Taiwan Strait: Electronic warfare tactics like spoofing and
jamming have disrupted naval operations and raised collision risks. These incidents are
often attributed to state-aligned groups aiming to mask operations or confuse tracking
systems (Ship Universe, 2025). A major peer-reviewed maritime cybersecurity study

(T. Miller et all., 2025) confirms that by attacks on Al models, Al systems can be manipulated
by adversarial inputs that subtly alter data. Furthermore, if training data is intentionally
corrupted, Al models can develop blind spots or misclassify threats. Although there are no
confirmed cases of software tampering within the maritime industry, based on patterns in
other industries and documented maritime vulnerabilities, the following represent credible
next-step attacks: modification of ECDIS chart databases, bridge-integration software, and
AlIS firmware.

Relation to NMW

The adoption of autonomous platforms (Unmanned Underwater Vehicles (UUVs) and
Unmanned Surface Vehicles (USVs)), and advanced digital technologies (sonar, cameras, and
Al-based target recognition software) in naval mine warfare has transformed mine
detection and neutralization. While this transformation delivers substantial operational
advantages, they simultaneously expand the attack surface and introduce novel
cybersecurity vulnerabilities. As navies transition to using Unmanned Surface Vehicles
(USVs) and Unmanned Underwater Vehicles (UUVs) to neutralize sea mines, they face the
risk that these assets can be manipulated, disabled, or have their intelligence data
compromised (Fortinet, 2023). Any malware that targets control systems can influence the
performance of detection, classification and neutralization systems in such a way that it
causes false detections or misfires.

The intersection of mine warfare and cybersecurity in naval strategy also revolves around
the strategic shift toward "networked" or "intelligentized" minefields that require digital
defence. Smart mines and automated deployment systems rely heavily on sophisticated
cyber infrastructures, making them susceptible to cyberattacks. “A breach in these systems

could lead to unintended detonations or the misappropriation of sensitive operational data
(Sea Force, 2024)
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Our focus is on safeguarding NMW operations against cyberattacks. But this raises an
important question: what exactly are we defending against? What types of threats pose the
greatest risk? In the next chapter, we will examine three categories that we believe are the
most relevant and impactful in this context.
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Cyberthreats in Naval Mine Warfare

Introduction

To assess the potential vulnerabilities of NMW- systems to cyber threats, it is essential to
first provide a comprehensive overview of how these systems are structured, operated, and
integrated within broader defense networks. The NMW domain is characterized by:

1. Networked sensors and communication links. Mine clearance systems often use
distributed sensor networks—including sonar, magnetic, and acoustic sensors—that (can)
communicate in real time. These networks share data across platforms and rely on secure
communication protocols.

2. The use of Autonomous Vehicles. UUVs and Unmanned Aerial Vehicles (UAVs) are used
for mine laying, mine hunting, and surveillance and reconnaissance operations. These
vehicles depend on GPS and inertial navigation, remote control or autonomous decision-
making algorithms.

3. Edge computing and Al. Mine warfare systems increasingly use edge computing to
analyze sensor data, coordinate operations, and train Al models for pattern recognition and
threat assessment.

4. Interoperability and integration. Modern systems often integrate across multiple
platforms and nations (e.g., NATO operations), which increases complexity. More
integration means more potential entry points for adversaries to exploit.

In summary, modern mine warfare systems depend on interconnected sensors,
autonomous platforms, and cloud-based data processing to achieve operational
effectiveness. While this connectivity enhances capability, it simultaneously introduces
critical vulnerabilities that adversaries can exploit. We will present three threat categories
that we consider most relevant and impactful for the NMW domain, providing a structured
foundation for targeted mitigation strategies.

Communication interception and signal spoofing

Communication interception—the capture, monitoring, or disruption of data exchanged
between unmanned vehicles and their operators—has direct relevance to Naval Mine
Warfare. As seen, modern mine-countermeasure operations increasingly rely on UUVs and
remotely operated systems to detect, classify, and neutralize naval mines. If an adversary
intercepts or manipulates the communications between these unmanned assets and their
control stations, several risks emerge. One risk is the compromising of mission data:
intercepted sensor or sonar data could reveal mine-clearing strategies, operational patterns,
or locations of safe navigation routes. One example of this interception attacks is called
eavesdropping: the act of secretly listening to the private conversations or communications
of others without their consent on acoustic signals

10
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Another risk is the disruption of Mine- Countermeasure Operations: Jamming or
manipulating command links can disable unmanned vehicles, delaying or preventing mine
detection and neutralization.

Spoofing in cyber security refers to the act of impersonating a trusted entity to gain
unauthorized access to sensitive information, disrupt communication, or launch further
attacks. A spoofing attack in cyber security typically involves deceiving systems, networks, or
individuals into believing that a source of information is legitimate when it is not. (Cyble,
2026) Signal spoofing is a cyberattack that involves broadcasting fake signals to trick a
receiver into miscalculating its position, time, or identity, causing it to operate on false
information instead of legitimate data. The most known one is GPS/ Global Navigation
Satellite System (GNSS) spoofing: a category of deliberate attacks on GPS/GNSS receivers.
Rather than blocking signals entirely (as in jamming), spoofing aims to manipulate a
receiver’s calculations, causing it to determine an incorrect position, time, or velocity
without detecting a problem. In effect, spoofing tricks a system into navigating or operating
based on false information (Thornton, 2025). The different ways of this kind of spoofing are:
1. Signal Generation: A device (often software-defined radio) generates counterfeit
GPS signals.
2. Signal Overpowering: These fake signals are stronger than the real ones from
satellites, so the GPS receiver locks onto them.
3. Location Manipulation: The spoofed signals guide the receiver to report a false
location or time.
Why is this a concern? GNSS/GPS spoofing is a major concern for unmanned vehicles
(drones) because these systems rely heavily on satellite-based navigation for positioning,
timing, and autonomous control. When those signals are manipulated, the drone can be
misled about where it is or where it’s supposed to go. Besides that, drones using (civil) GPS
can be completely hijacked for malicious intents, as already demonstrated in several
academic research efforts using commercially available GPS spoofing hardware
(Solngr et all ,2022).

Al model poisoning

Al model poisoning is a type of adversarial attack where malicious actors intentionally
corrupt the training data or the learning process of an artificial intelligence (Al) model. The
goal is to manipulate the model’s behaviour in harmful or unintended ways.
Why is it a concern? Mine Counter Measure (MCM) systems rely on models trained to
distinguish mines from rocks, debris, and biological clutter. If the model is poisoned:

a. It may misclassify real mines as harmless objects, increasing the risk to ships and

personnel.
b. It may flag benign objects as mines, slowing operations and diverting resources.

11
NATO UNCLASSIFIED releasable to Partners



C.

NATO UNCLASSIFIED releasable to Partners

It may show inconsistent or unstable classifications, undermining operators’
confidence.

It may learn to ignore mines with certain shapes or materials, be biased toward
under-reporting in specific environmental conditions and misinterpret adversary-
designed decoys as non-threats.

From a navigational perspective a poisoned Al model:

e.

May manipulate route planning. Al-driven navigation systems that help vessels avoid
minefields could be conceptually affected if models that interpret environmental or
sonar data were tampered with, potentially biasing path decisions.

May compromise Autonomous Underwater Vehicle (AUV)/USV Autonomy. Because
Autonomous mine-hunting drones rely on obstacle avoidance models and
mission-planning algorithms model poisoning could (theoretically) cause unexpected
or suboptimal behaviour. (Lee & Lee, 2023)

3.4 Software tampering

Software tampering refers to the unauthorized modification, manipulation, or alteration of

software code, behaviour, or data. This can be done with malicious intent—such as to

bypass security mechanisms, steal data, or gain unauthorized access. Common forms of

software tampering include:

Code injection: Adding malicious code into a program to change its behaviour.
Binary patching: Modifying compiled software (e.g., .exe files) to alter functionality.
Reverse engineering: Analysing software to understand its inner workings and then
modifying it.

Memory manipulation: Changing values in a program’s memory while it’s running.
Tampering with configuration files or databases: Altering settings or stored data to
affect how software operates.

So, why is software tampering a concern? First there are security risks. Tampered software

can be used to exploit vulnerabilities or steal sensitive information. Second, software

tampering undermines the trust in software systems and can lead to unpredictable

behaviour. Finally, tampering often violates software licenses and intellectual property laws.
(Reversing Labs, 2025)

12
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CHAPTER IV: Mitigating strategies

Introduction

Mitigation strategies are proactive and reactive measures designed to reduce the likelihood
and impact of cyber threats. In general, they aim to prevent attacks, detect suspicious
activity early, and respond effectively (Nordlayer, 2025). The following paragraphs outline
mitigation strategies for each category of cyber threats pertinent to naval mine warfare
systems.

Communication interception and signal spoofing

While acknowledging that the following list is not exhaustive, systems may employ the
following measures to prevent interception and/or spoofing:

Encryption of acoustic signals: Transforming the original signal into a format that is
unintelligible without the correct decryption key. Interceptors can still capture the signal,
but without the decryption key, they cannot understand or reconstruct the original
message.

Mutual Authentication: Before any information is exchanged, each device must confirm the
identity of the other to ensure the sender is genuine and that the message has not been
altered in transit. This mutual authentication process helps prevent impersonation,
tampering, and unauthorized access, strengthening the overall security of the
communication channel.

Integrity Protection & Anti-Replay Measures: Message Authentication Codes (MACs) or
digital signatures ensure messages cannot be altered. Timestamps or sequence numbers
block replayed messages.

Implement frequency hopping and spread spectrum techniques. Frequency hopping to
avoid jamming involves changing the transmission frequency at regular or pseudo-random
intervals. Both the transmitter and receiver follow the same hopping pattern, so they stay
synchronized. Frequency hopping counters this by: Reducing predictability: Since the
frequency changes rapidly and unpredictably (to outsiders), it's hard for a jammer to follow.
Spreading the signal: The signal is spread across a wide range of frequencies, making it less
vulnerable to narrowband jamming. Error resilience: Even if some frequencies are jammed,
the system can still recover data from the unjammed frequencies.

Implement anti-spoofing algorithms that detect anomalies in GPS signals. Anti-spoofing
algorithms are software routines that continuously analyse incoming GPS data to determine
whether the signal is authentic or has been manipulated by an adversary. A spoofed GPS
signal is one that has been forged, replayed, or altered to mislead a platform about its

13
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position, time, or velocity. These algorithms look for patterns, inconsistencies, or physical
impossibilities that would indicate an attacker is trying to deceive the navigation system.

Al model poisoning

Several strategies can be employed to reduce the risk of Al model poisoning and ensure the
integrity of machine-learning systems. First, organizations should rigorously validate all
training data sources and maintain detailed data-provenance records to confirm that
datasets are trustworthy and have not been manipulated. This includes verifying the origin,
quality, and integrity of data prior to its inclusion in the training pipeline. Second, applying
adversarial training techniques can help strengthen model resilience by exposing the system
to controlled, hostile inputs during development, thereby improving its ability to withstand
future malicious attempts. Third, sustained monitoring plays a key role; implementing
model-drift detection (the process of monitoring a machine-learning model over time to
identify when its performance begins to degrade), performance analytics (the systematic
process of measuring, analysing, and interpreting performance data), and real-time auditing
mechanisms can help identify abnormal behaviour that may indicate poisoning. Finally,
using isolated environments to test model updates before deploying them to production
environments provides an additional layer of protection.

Software tampering

Mitigating software tampering involves a combination of technical, procedural, and legal
strategies to protect software integrity, prevent unauthorized modifications, and detect
tampering attempts. Below is a detailed breakdown of the most effective strategies against
this threat. It should be recognized that some options may align with more than one
strategy.

4.4.1 Technical Strategies

Code Obfuscation

Code obfuscation is the process of transforming source code into a version that is harder for
humans to understand while keeping its functionality intact. It’'s commonly used to protect
intellectual property, prevent reverse engineering, and enhance security by making it
difficult for attackers to analyse the code.

Integrity Checks

Integrity checks against software tampering are mechanisms used to verify that a program
or its components have not been altered in an unauthorized way. They typically involve:

a. Hashing: Hashing is a one-way transformation that turns data into a unique, fixed-length
string of characters. By acting as a unique, irreversible fingerprint of data, if the fingerprint
changes, you know the data changed.

14
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b. Runtime Verification: The application periodically checks its own memory, binaries, or
configuration files for unexpected changes.

c. Secure Boot: The purpose of Secure Boot is to make sure your computer only boots
software that is trusted and has not been tampered with. This is a security feature in
modern firmware that ensures only trusted, digitally signed software can run during the
boot process.

d. Digital signatures: A cryptographic method used to ensure the authenticity (who signed
it) and integrity (via hashing).

Trusted Execution Environments (TEE)

A Trusted Execution Environment (TEE) is a secure area of a processor that ensures code
and data loaded inside it are protected from outside access. It runs in isolation from the
main operating system, even if that system is compromised. TEEs guarantee confidentiality,
meaning unauthorized software cannot read the data being processed. They also guarantee
integrity, ensuring that code inside the TEE cannot be tampered with. A TEE typically
includes secure memory, secure processing, and cryptographic protections. Companies use
TEEs to protect sensitive operations such as encryption, authentication, and digital rights
management (Confidential Computing Consortium, 2024).

Anti-Tamper Libraries

Anti-tamper libraries are software components designed to protect an application from
being modified, reverse-engineered, or tampered with. They add defensive layers that make
it much harder for attackers to alter how a program works—whether to bypass licensing,
inject malicious code, or manipulate sensitive logic.

Runtime Protection

Runtime protection refers to security measures that actively monitor and safeguard an
application while it is running, rather than just during development or installation. Its goal is
to detect and prevent attacks such as code injection, memory tampering, or unauthorized
Application Programming Interface (API) calls in real time.

Key aspects include behaviour monitoring, memory protection, and Runtime Application
Self-Protection (RASP).

Monitoring and Logging

Monitoring is the continuous observation of systems, applications, or infrastructure to
ensure they are performing correctly. Tracks changes to software and system behaviour in
real time. It helps to detect slowdowns, failures, or unusual behaviour. Logging is the
practice of recording detailed information about what systems and applications are doing.
So, monitoring tells you something is wrong; logging helps you figure out what exactly
happened.

15
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To support monitoring and logging an intrusion detection system (IDS) and/or Security
information and event management (SIEM) tools are used. IDS continuously monitors
network traffic or system activity to detect threats. SIEM tools are platforms that help
organizations collect, analyse, and manage security-related data from across their IT

infrastructure. They play a critical role in detecting and responding to security threats.

Audit Trails

Audit trails are chronological records that track all significant activities or changes within a
system, application, or process. They serve as a digital footprint showing who did what,
when, and from where. Key purposes:

Security & Compliance: Detect unauthorized access or changes and meet regulatory
requirements.

Accountability: Identify responsible users or processes for specific actions.

Forensics: Investigate incidents like data breaches or fraud.

Maintain records of software changes and access for accountability.

4.4.2 Procedural Strategies

Regular Updates and Patch Management

We need to ensure that all software remains up to date to remediate vulnerabilities that
could otherwise be exploited for unauthorized tampering. We also need to use a system of
managing patches, to identify, test, and deploy software updates (patches) to fix security
vulnerabilities and improve system stability (Tenable, 2025). A patch management cycle
contains the following steps:

1. Inventory & Asset Discovery

Start by compiling an accurate inventory of all software, hardware, operating systems, and
third-party applications. Visibility is essential for prioritizing vulnerabilities and ensuring no
system is left unpatched.

2. Vulnerability Scanning & Risk Assessment

Automate vulnerability scanning tools to detect security gaps. Prioritize patches based on
severity, exploitability, and the criticality of affected systems.

3. Patch Identification & Testing

After identifying vulnerabilities, locate relevant patches from vendors. Test them in a
controlled, non-production environment to ensure compatibility and prevent operational
disruptions.

4. Patch Deployment

Deploy tested patches using phased rollouts or automated tools. Monitor deployments to
ensure success and resolve any implementation issues in real time.

5. Monitoring & Reporting

16
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Verify patch effectiveness and track unresolved vulnerabilities. Generate regular reports to
assess performance, identify trends, and drive process improvements.

6. Continuous Maintenance

Treat patch management as a continuous process. “Monitor threat intelligence feeds and
vendor updates to stay ahead of emerging vulnerabilities” (Cyber News Live, 2025)

Access Control

Its primary purpose is to protect sensitive data and prevent unauthorized actions. It restricts
the ability to modify or deploy software to authorized personnel only. Access control
typically involves verifying a user’s identity and determining their permissions. One model is
the role-based access control (RBAC). RBAC is a security model in which permissions are
granted according to predefined roles rather than to individual users. Another model is
Attribute-Based Access Control (ABAC), which grants access based on user, resource, and
environmental attributes.

4.4.3 Legal Strategies
Legal strategies against software tampering refers to the laws, regulations, and enforceable
mechanisms that organizations can use to deter, respond to, or penalize unauthorized
modification of software.

These strategies do not prevent tampering technically—they create legal consequences and
formal obligations that reduce risk.

Intellectual Property (IP) Protection
Strong IP law protections discourage tampering by making modification, reverse
engineering, or redistribution illegal. This includes:
e Copyright law — protects source code and binaries as creative works
e Patent law — protects unique algorithms or security mechanisms
e Trade secret law — protects proprietary code, designs, build processes, and
algorithms

End- User License Agreement (EULA)

End-User License Agreements are legal contracts between the software developer (or
vendor) and the user. They define the terms and conditions under which the user can install,
access, and use the software. These agreements include usage rights, restrictions, liability &
warranty and termination. Essentially, a EULA protects the intellectual property of the
developer and sets clear rules for the user.

In addition, numerous other laws and regulations apply, including anti-circumvention laws,
data protection regulations, supply chain requirements, and cybercrime legislation, among
others.

17
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4.5 What NATO Needs

How can the above mentioned be summarized: NATO nations must treat cybersecurity as a
foundational enabler—not an add-on—of future Naval Mine Warfare. This requires
adopting:

a.Secure-by-design technologies (cybersecurity is integrated from system conception, Al
systems undergo rigorous cyber risk assessment, and procurement and development
contracts must mandate secure coding standards, authentication protocols, encrypted
communications, hardware-based security modules)

b.Hardening communications (strengthening signal and data link resilience across all MCM
and UxV Operations by mandating secure communications for unmanned platforms and
building doctrine around degraded communications operations)

c. Ensuring Al integrity (validate all Al training datasets, adversarial robustness testing and
establish continuous Al model monitoring)

d. Protecting software through layered defences (technical protection, procedural
protection and compliance and accountability)

e. Building an alliance-wide integrated cyber-resilience framework (create unified cyber
defence standards for unmanned MCM systems, conduct multinational cyber focused MCM
exercises, share classified and unclassified threat intelligence on new spoofing techniques,
Al poisoning cases, software or firmware vulnerabilities

f. Institutionalizing Cyber Readiness Training for All NMW Operators (operators must be able
to detect and respond to cyberattacks in real time)

g. Promote Resilience-Oriented System Redundancy (dual communication paths, redundant
navigation sources, and multiple onboard software integrity checkpoints for the system to
be able to continue operating safely when one or more subsystems are compromised.

18
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CHAPTERYV - Conclusion

This study paper highlights how the rapid increase in both the frequency and sophistication
of cyberattacks within the maritime domain introduces new and significant risks. As
autonomous and unmanned platforms become more prevalent, supported by increasingly
complex digital infrastructures, their exposure to cyber vulnerabilities expands accordingly.
These developments underscore a critical implication for the NMW community: the
operational advantages offered by such technologies are inseparable from the cyber risks
they introduce. Consequently, adversaries are presented with growing opportunities to
exploit system weaknesses, disrupt mission-critical functions, and undermine operational
integrity. Understanding and addressing these challenges is therefore essential to
safeguarding future maritime operations.

The threats examined in this paper primarily encompass three categories: (1) the
interception, monitoring, or disruption of data transmissions between unmanned vehicles
and their operators; (2) adversarial attacks in which malicious actors intentionally
compromise training datasets or interfere with the learning processes of Al models; and (3)
the unauthorized modification, manipulation, or alteration of software code.

To counter these threats, different mitigating strategies can be used.

Communication interception and signal spoofing are mitigated through encryption of
acoustic signals, mutual authentication, integrity protection and frequency hopping. Al
model poisoning mitigation is achieved by validating data sources, adversarial training
techniques and continuous monitoring. Software tampering is addressed through several
layers of protection. On the technical side, measures such as code obfuscation and integrity
verification help prevent unauthorized modifications. Procedurally, organizations rely on
routine updates, effective patch management, and strict access controls. In addition, legal
and compliance tools—like software licensing requirements and audit logging—also play a
role in deterring and detecting tampering.

NATO must recognize that cybersecurity is not an auxiliary consideration but a core enabler
of future Naval Mine Warfare. Achieving this requires secure-by-design technologies,
hardened and resilient communications architectures, and rigorous protections to ensure
the integrity of Al-enabled systems. Layered software defenses, unified alliance-wide
cyber-resilience standards, and routine multinational cyber exercises must become
foundational elements of unmanned MCM operations. Just as critically, all NMW operators
need institutionalized cyber readiness training to detect and counter threats in real time.
Finally, building resilience-oriented system redundancy—across communications,
navigation, and software integrity—will ensure that unmanned systems can continue to
operate safely even when individual subsystems are compromised.
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ANNEX ALFA - List of abbreviations.

Abbreviation

Explanation

ABAC Attribute-Based Access Control

ACT Allied Command Transformation

Al Artificial Intelligence

AlS Automatic Identification System

API Application Programming Interface
AUV Autonomous Underwater Vehicle
COE Centre of Excellence

col Community of Interest

EULA End- User License Agreement

GNSS Global Navigation Satellite System
GPS Global Positioning System

IDS Intrusion Detection System

IP Intellectual Property

IT Information Technology

MAC Message Authentication Codes
MCM Mine Counter Measures

NATO North Atlantic Treaty Organisation
NMW Naval Mine Warfare

NMW COE Naval Mine Warfare Centre of Excellence
oT Operational Technology

RASP Runtime Application Self- Protection
RABC Role-Based Access Control

SDLC Secure Software Development Cycle
SIEM Security Information and Event Management
TEE Trusted Execution Environment
UAV Unmanned Aerial Vehicle

usv Unmanned Surface Vehicle

uuv Unmanned Underwater Vehicle
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